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Abstract

Generative Al systems are being deployed at unprecedented scale, but systematic vul-
nerability identification remains constrained by a shortage of specialized expertise. We
present PyRIT (Python Risk Identification Tool for generative AI), an open-source, ex-
tensible framework designed to democratize Al red teaming. PyRIT supports both fully
automated and human-led red teaming through a composable, modular architecture of
targets, converters, scorers, executors, techniques, and scenarios. PyRIT is designed to
interact flexibly with AI systems across providers, interfaces, modalities, and deployment
patterns, from raw model APIs to deployed applications and end-user Uls. It supports
both single-turn and multi-turn attack strategies, including Crescendo and Tree of Attacks
with Pruning. As the first Al red teaming tool with multi-modal support by design, PyRIT
covers text, image, audio, video, and file blobs (such as PDFs and other documents), as
well as combinations thereof. Practitioners can consume PyRIT through three complemen-
tary surfaces: a Python SDK (Framework) for programmatic use in notebooks and custom
code, a command-line Scanner for automated, repeatable evaluation campaigns suited to
CI/CD, and a browser-based GUI (CoPyRIT) for collaborative, human-led red teaming.
Since its initial release, PyRIT has evolved from a research prototype into a production-
grade tool used to red team hundreds of generative Al products and services at Microsoft
and beyond, and has been integrated into Azure Al Foundry as a built-in Al red teaming
agent. PyRIT provides a shared, open platform for practitioners to contribute new attack
techniques, converters, and scoring methodologies, allowing every user to benefit from the
community’s latest discoveries. PyRIT aims to make rigorous Al red teaming accessible to
a broad community of practitioners, researchers, and organizations.

Keywords: Al red teaming, generative Al, Al security, Al safety, open source, Python



1 Introduction

The rapid proliferation of generative Al systems, spanning large language models (LLMs) [11],
multi-modal foundation models, and increasingly agentic Al applications, has created an
urgent need for systematic methods to identify security vulnerabilities and responsible Al
(RAI) failures before deployment [30, 77, 104]. Al red teaming, the practice of adversarially
probing Al systems to discover failure modes, has emerged as a critical component of re-
sponsible AT development [18, 32, 80]. However, Al red teaming today faces a fundamental
democratization problem [31]: the expertise required to conduct rigorous red teaming exer-
cises is concentrated among a small number of specialists, while the number of Al systems
requiring evaluation grows rapidly. This is not merely a shortage of specialists, as many
serious harms are best surfaced by domain experts and members of affected communities,
who are rarely red teamers themselves. Public initiatives such as the DEF CON Generative
Red Team have begun to broaden participation [5], but such events remain episodic and lack
the shared infrastructure needed to accumulate and transfer knowledge across engagements.

Traditional security red teaming has well-established tooling, methodologies, and a large
practitioner community built over decades. Al red teaming, by contrast, is a nascent disci-
pline that must simultaneously address classical security concerns (prompt injection, data
exfiltration, unauthorized actions) and novel responsible Al risks (generation of harmful
content, stereotyping, hallucination of dangerous information). The probabilistic nature
of generative Al outputs, the multi-modal attack surface, and the need for multi-turn ad-
versarial interactions further compound the challenge. Manual red teaming campaigns can
take weeks to plan and execute, and their configurations and results are often difficult to
reconstruct or compare across systems [18]. Compounding this technical complexity is a
deeper structural issue: many of the harms that matter most, spanning biosecurity, cy-
bersecurity, and the broader landscape of trust and safety concerns, can only be reliably
identified by people with deep domain expertise in those areas. A biosecurity expert is far
better positioned than a generalist Al red teamer to judge whether a model’s response pro-
vides actionable guidance on a biosecurity threat, and a member of an affected community
is best placed to surface harms specific to that community. Yet most Al red teaming tooling
today implicitly assumes the operator is already an Al red teaming specialist, leaving these
domain experts on the sidelines precisely when their judgment is most valuable.

In this paper, we present PyRIT (Python Risk Identification Tool for generative AI),
an open-source framework designed to address this democratization gap. Its shared plat-
form allows practitioners to incorporate new attack discoveries, evaluation techniques, and
harm taxonomies so that users can benefit from the community’s collective knowledge. This
shared-platform effect cuts in two directions. When a centralized Al red team, such as Mi-
crosoft’s Al Red Team (AIRT), discovers a new vulnerability or attack technique during
an engagement, it can capture that finding in a reusable PyRIT component (a converter,
scorer, or attack technique) for use in subsequent PyRIT evaluations, both inside the or-
ganization and across the broader community. Conversely, researchers who contribute a
new attack or evaluation method to PyRIT can test it across many models, modalities,
and deployed applications. They can reuse PyRIT’s evaluation infrastructure rather than
rebuild it for each study or limit validation to a handful of systems. In this way, defensive
findings and research contributions become reusable resources for other PyRIT users. First



announced publicly in early 2024 [73] and described as a research prototype [61], PyRIT
has since evolved into a production-grade platform that has been integrated into Azure Al
Foundry as a built-in Al red teaming agent. Our key contributions are:

e A modular, composable architecture for Al red teaming that treats components as
interchangeable building blocks, enabling rapid assembly of diverse attack and evalu-
ation strategies.

e Support for both fully automated and human-led red teaming within a single unified
framework, bridging the gap between scalability and expert judgment.

¢ A model- and system-agnostic, multi-modal design (the first multi-modal AI red team-
ing tool) that enables testing of any Al system, from raw model endpoints to deployed
applications and Uls, across modalities (text, image, audio, video, file blobs, and
multi-modal combinations) and interaction paradigms (single-turn, multi-turn, agen-
tic).

e A persistent memory system that enables campaign reconstruction, configuration com-
parison, auditability, and longitudinal analysis.

e Validation at scale: PyRIT has been used to send millions of prompts in red teaming
hundreds of generative AI products and services [18], both within Microsoft and across
the broader practitioner community.

2 Background and Motivation

Al red teaming differs from traditional cybersecurity red teaming in both its object of study
and its evaluation criteria [44, 105]. It must account for probabilistic outputs and emergent
behavior while examining both security vulnerabilities, such as prompt injection and data
extraction, and responsible Al failures, such as harmful content and stereotyping [57]. It is
also distinct from safety benchmarking: benchmarks measure performance on fixed datasets,
whereas red teaming uses creative and adaptive probing to uncover failures not captured
by a predetermined test set [31].

These properties create practical tooling requirements. A prompt may elicit harmful
content on one attempt and a benign response on the next [113]; attack surfaces span
modalities and multi-turn conversations; and agentic systems introduce actions such as
browsing, code execution, and tool use [17, 71|. Practitioners also need to branch from
partial conversations, refine hypotheses, and reuse promising artifacts. Effective tooling
must therefore support repeatable automation at scale without sacrificing the interactive,
exploratory workflow of human red teamers.

3 Related Work

The landscape of Al red teaming tools has grown rapidly alongside the adoption of gener-
ative Al. Garak [27] is an open-source LLM vulnerability scanner that focuses on probing
language models with a catalog of known attack probes and detectors. Promptfoo [84]
provides a command-line tool for evaluating LLM outputs against expected behaviors, with
support for red teaming plugins. The OWASP project maintains resources related to LLM
security, including the widely referenced OWASP Top 10 for LLM Applications [78]. Mi-
crosoft’s Counterfit [70], an earlier tool for adversarial attacks on traditional ML models,



addressed a related but distinct problem space focused on evasion and poisoning attacks
against classifiers. Mozilla’s ODIN (Zero Day Investigative Network) [76] takes a comple-
mentary approach, operating as a GenAl bug bounty program that incentivizes security
researchers to discover and report vulnerabilities in large language models rather than pro-
viding an automated testing framework. PyRIT distinguishes itself from these tools by
providing a composable architecture that treats red teaming components as interchange-
able building blocks, supports multi-modal and multi-turn attacks natively, and integrates
both automated and human-led workflows within a single framework.

4 Design for Democratization

PyRIT’s design addresses three barriers to broader participation. First, composable compo-
nents package attack and evaluation knowledge so practitioners can reuse existing techniques
rather than implement each one from scratch. Second, the same components are available
through automated, graphical, and programmatic interfaces, allowing domain experts and
technical specialists to participate through workflows suited to them. Third, automation
provides repeatable coverage at scale, while human red teamers retain responsibility for
creative exploration, contextual judgment, and oversight [31].

These requirements lead to the following design principles:

o (Composability: components can be mixed and matched to create new attack tech-
niques and workflows without modifying existing code, so that every user benefits
from the community’s accumulated techniques.

o Faxtensibility: new targets, converters, scorers, and executors can be added by imple-
menting simple abstract interfaces, lowering the barrier to contribution.

e Model and system agnosticism: the same workflow applies to any Al system a user
can reach from Python, whether a hosted model endpoint, a deployed application, or
a Ul, regardless of provider and without vendor lock-in.

o Multi-modal by design: text, image, audio, video, file blobs, and their combinations
are first-class citizens throughout the pipeline.

o Multiple entry points: the same underlying components are exposed through an auto-
mated Scanner for repeatable campaigns, a GUI for collaborative human-led evalua-
tion, and a Python Framework for custom orchestration. This allows teams to choose
the right level of automation for each task while preserving a shared component model
across workflows.

The following sections describe how PyRIT’s architecture realizes these principles.

5 Architecture

PyRIT is organized as a layered composition hierarchy (Figure 1). At the foundation
are pluggable building blocks. Seeds and datasets supply objectives and prompt material;
converters transform prompts and responses; targets send and receive messages from Al
systems and supporting services; and scorers evaluate what happened. Memory, registries,
common data models, and output utilities support every layer. The Python SDK, CLI,
and backend workflows use a common registry to discover and configure targets, converters,
scorers, techniques, scenarios, and initializers. Each component receives a strongly typed



identifier derived from its behavioral parameters and nested components. These identifiers
make the exact configuration that produced a result queryable and comparable.

Architecture

4. Scenario

Applies techniques to the seed
dataset

Exhaustively or adaptively via

a heuristic

Illustrative aggregation

Scenario

Exhaustive: run T1-14

Adaptive: choose among T1—T4 via a
heuristic using prior outcomes

Seed
dataset

3. Attack technique
End-to-end composed attack
Many combinations possible

L

A

2. Executor
Reusable control flow algorithm

| |
| 15 T3 Ty
T Converter Simulated Crescendo
Jailbreak stack Crescendo 4
E1+Cy B+ E1+ Translation
03_>C2 simulated Ey + 03

seed

Prompt Eo
sending Crescendo

(single turn)

A N A
_____ L IR eem ="
. 1 ST

p ! 1 v

1. Basic building o c o

blocks Text Bas§64 Tra s?iat'o

0. o ran 1
Converters - targets - scorers jailbreak

Figure 1: PyRIT’s layered composition hierarchy and an illustrative aggregation. Two ex-
ecutors and three converters are recombined into four named techniques. Con-
verters are optional: Prompt Sending is configured with a jailbreak template for
T1 and a Translation-to-Base64 converter stack for T5; Simulated Crescendo com-
bines Prompt Sending with a simulated-conversation seed but no converter; and
the Crescendo executor is combined with Translation for Ty. A scenario applies
the resulting technique set to seed datasets, either exhaustively or through an
adaptive heuristic informed by prior outcomes. Dashed green arrows show con-
verter composition into executors, and solid orange arrows show executor reuse

across techniques.

One level up, executors compose these building blocks into reusable control flow algo-
rithms. This layer sends messages to targets, applies converter pipelines when configured,
manages conversation state, and branches on scorer results. An attack technique is a named,
reusable, end-to-end method built around an executor. It combines an executor with op-
tional converter stacks, templates or other technique-specific seeds, targets, scorers, and
strategy parameters. Many combinations are possible: a technique can pair the Prompt
Sending executor with a jailbreak converter or converter stack, combine it with a simulated-



conversation seed to create Simulated Crescendo, or pair a dedicated multi-turn executor
such as Crescendo with Translation.

At the highest level, a scenario applies one or more selected techniques to seed datasets
to form a coherent campaign. It may exhaustively execute all compatible technique and
dataset pairings, or use an adaptive heuristic to choose techniques for each objective based
on observed attack success while continuing to explore alternatives. In either case, the
scenario manages parallelism, resiliency, persistence, and result aggregation across the cam-
paign. The remainder of this section follows this hierarchy from the building blocks upward.

5.1 Targets

The target abstraction represents an endpoint with which PyRIT exchanges messages. The
primary objective target is the Al system under test, while supporting targets may provide
services such as storage or guardrail evaluation. All targets implement a common asyn-
chronous interface that accepts and returns messages in supported modalities. This uniform
interface is the foundation of PyRIT’s model- and system-agnostic design: the same attack
workflow can be directed at a hosted model endpoint, a custom web application, or other
target systems, simply by swapping the target object.

In v1.0.0, targets share a single PromptTarget abstraction and declare their capabilities.
These declarations specify supported input and output modality combinations and features
such as multi-turn interaction, editable history, system prompts, structured output, and
streaming audio. Executors inspect the declarations and adapt their behavior, avoiding a
rigid class hierarchy that separates chat from non-chat targets.

A critical distinction in Al red teaming is between model-level and system-level evalu-
ation [114]. Model-level red teaming probes the underlying AI model directly, testing its
responses to adversarial inputs in isolation. System-level red teaming evaluates the complete
deployed application end-to-end, as the user would experience it, including any guardrails,
content filters, retrieval-augmented generation (RAG) pipelines, tool integrations, and other
services involved in handling a request. This end-to-end perspective can surface issues that
testing an isolated model endpoint would miss, since vulnerabilities may arise from the
interactions between components rather than from the model alone. PyRIT supports both
levels through its target abstraction.

For model-level red teaming, PyRIT provides targets built around the OpenAl API
family: Chat Completions, Completions, Responses, image generation, video generation,
text-to-speech, and Realtime. Each target can connect to OpenAl or another provider
that exposes the corresponding OpenAl-compatible API; supported models, modalities, and
features depend on the provider. This includes locally hosted models served through tools
such as Ollama or vLLM where they implement the relevant API. The LiteLLM target
instead routes through LiteLLM to more than 100 providers, including Anthropic, AWS
Bedrock, Google Vertex Al, and Cohere, without requiring a separate proxy. For system-
level red teaming, the appropriate target depends on what the deployed application exposes.
When an API is available, practitioners can use a service-specific wrapper or the generic
HTTP target. The generic target sends requests from user-defined templates, which can be
written from API documentation or generated from a raw request captured with a tool such
as Burp Suite. A specialized WebSocket target integrates with Microsoft 365 Copilot. When



no API is exposed and the system is only reachable through its Ul, Playwright targets drive
a real browser end-to-end. This range of target types means that PyRIT can test anything
from a raw model endpoint to a web page that is consumed by an agent. Implementing
a new target requires only a single asynchronous method, enabling practitioners to build
custom integrations for proprietary systems, internal tools, or novel interaction paradigms.
This extensibility is particularly important for system-level red teaming, where the diversity
of deployed Al applications means that no fixed set of target types can cover all real-world
configurations.

Table 1 lists representative built-in targets. They span direct model endpoints, multi-
modal generation services, protocol-level and browser-based access to deployed systems, and

specialized utilities, and new target types are added as new interaction patterns emerge.

Table 1: Representative built-in targets in PyRIT.

Target

Description

OpenAl APIs

Chat Completions
Completions
Responses

Image generation
Video generation
Text-to-speech
Realtime

LiteLLM

Azure ML
Hugging Face

HTTP
Microsoft 365 Copilot
Playwright

Prompt Shield
Azure Blob Storage

Round-robin
Gandalf

Chat models; accepts text or image input depending on the model
Text generation

Tool (function) calling, structured output, and multi-modal input
where supported

Text-to-image generation and image editing

Text-to-video and image-to-video generation (e.g., Sora)

Speech synthesis from text

Bidirectional voice streaming with server-side voice-activity
detection

Provider-routed chat across more than 100 model providers;
supported modalities depend on the selected model

Managed model endpoints (e.g., deployed open-weight models)
Local, in-process execution of a Transformers model loaded from a
Hugging Face model ID or local path

Arbitrary HTTP requests from a user-defined template, including
request blobs captured from tools such as Burp Suite

Microsoft 365 Copilot over its WebSocket protocol; accepts text and
image input

Drives a real browser end-to-end for systems reachable only through
their user interface

Guardrail endpoint for jailbreak and prompt-injection detection
Uploads payloads to blob storage for file-based and cross-prompt
injection flows

Distributes requests across multiple wrapped targets

The Gandalf prompt-injection challenge, used for demonstration
and training

5.2 Converters

Converters transform messages before they are sent to a target or after they are received from
one. These transformations implement the diverse obfuscation and other strategies central
to adversarial red teaming. Converters can be chained into pipelines, where each converter
in the sequence transforms the output of the previous one, enabling the composition of



complex multi-stage transformations from simple building blocks. Figure 2 illustrates a
concrete example of a chained converter pipeline with both request and response converters.

PyRIT includes over 80 converters organized across several categories: encoding-based
converters (Base64, ROT13, Unicode homoglyphs, Morse code), obfuscation converters
(character substitution, leetspeak, random capitalization), semantic converters (transla-
tion to other languages, tone shifting, persona adoption), multimedia converters (text-to-
image, text-to-audio, text-to-video, image perturbation, and cross-modal transformations),
and advanced attack converters that implement specific jailbreak techniques. For exam-
ple, PyRIT includes converters inspired by CodeChameleon [64], which uses customizable
encryption schemes; cipher-based evasion [117]; persuasion techniques [118]; mathemati-
cal encoding [12]; typographic flipping [60]; past-tense reformulation [8]; nested jailbreak
prompts [28]; ANSI escape sequence injection [7]; Unicode tag hiding [85]; token smug-
gling [86]; prompt decomposition and reconstruction [54]; and Policy Puppetry [42].

New converters are added by implementing a single asynchronous method, making it
straightforward for researchers to contribute novel transformation strategies. A complemen-
tary TextJailbreakConverter wraps an objective in a parameterized jailbreak template,
allowing PyRIT to leverage curated template collections from the community such as Jail-
breakChat [6], the Arth Singh collection [98], and the Pliny collection [82]; the bundled set
currently includes over 160 templates.

Table 2 lists all built-in converters, sorted by input and output modality. Most converters
operate on text inputs and produce text outputs; converters that cross modality boundaries
are listed separately.

Table 2: Built-in converters in PyRIT, grouped by input/output
modality.

Converter Ref. Description

Audio — audio

Audio echo
Audio frequency
Audio speed
Audio volume
Audio white noise

Mixes a delayed, attenuated copy to add echo
Shifts frequency above human hearing by default
Changes playback speed without altering pitch
Scales audio amplitude by a set factor

Adds white noise at a controlled amplitude

Audio — text

Azure speech audio-to-text

Transcribes audio to text via Azure Speech

Image — image

Add text to image

Image color saturation

Image compression

Image overlay

Image resizing

Image rotation

Transparency attack [68]

Overlays wrapped text onto an image

Adjusts saturation from grayscale to oversaturated
Recompresses images across formats

Composites an overlay image onto a base image
Resizes an image by a scale factor

Rotates an image by a given angle

Blends attack and benign images via optimized alpha

Continued on next page



Converter Ref. Description

Image — video

Add image to video Inserts an image into a video at a position

Text — audio

Azure speech text-to-audio Synthesizes speech audio from text via Azure

Text — binary

PDF Renders the prompt into a PDF, or injects a PDF overlay

Word document Renders the prompt into a .docx document

Text — 1mage

Add image text Renders text onto a blank image

QR code Encodes the prompt as a QR code image

Text — text

ANSI attack 7] Injects ANSI terminal escape-sequence payloads

Arabic presentation form Swaps Arabic letters for isolated presentation forms

Arabizi Transliterates Arabic script to Latin Arabizi

ASCII art Renders text as ASCII art in a chosen font

ASCII smuggler [85] Hides text in invisible Unicode Tag characters

Ask to decode [27] Wraps an encoded payload with a decode request

Atbash Applies the Atbash reversed-alphabet cipher

Base2048 Encodes text in Base2048 Unicode

Base64 Base64-encodes the prompt

Bidi [15]  Wraps text in bidirectional (RTL) control characters

Binary Encodes text as binary digits

Binary ASCII Encodes as hex, quoted-printable, or UUencode

Braille [27)  Converts text to Unicode Braille

Caesar Applies a Caesar shift cipher

Character space [83] Inserts spaces between characters and removes punctuation

Character swap Swaps adjacent characters to introduce typos

Code Chameleon [64] Wraps payload with a stringified decrypt function

Colloquial wordswap Swaps words for regional colloquial alternatives

Decomposition [54] Splits and reconstructs prompts, optionally with word-game
codewords

Denylist Uses an LLM to replace forbidden words with synonyms

Diacritic Adds diacritical marks to chosen characters

Ecoji Encodes text as emoji via Ecoji

Emoji Maps letters to circled or squared emoji glyphs

First letter Replaces each word with its first letter

Flip [60]  Reverses the character order of text

Image prompt style Uses an LLM to expand text into a styled image prompt

Insert punctuation Inserts punctuation within or between words

JSON string Escapes the prompt into a JSON-safe string

Leetspeak Converts text to leetspeak

LLM generic text Generic LLM-backed text-to-text transformation

Malicious question generator Uses an LLM to generate malicious questions

Math obfuscation [12]  Encodes characters as algebraic identities

Continued on next page
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Converter Ref. Description

Math prompt [12] Recasts instructions as symbolic mathematics

Morse Encodes text as Morse code

NATO Spells text with the NATO phonetic alphabet

Negation trap Reframes the request as a negation-based logic trap

Noise Uses an LLM to inject noise and typos

Persuasion [118]  Uses an LLM to apply persuasion techniques

Policy Puppetry [42] Wraps a request as policy or configuration to bypass
instruction hierarchy

Random capital letters Randomly capitalizes a share of characters

Random translation Uses an LLM to translate words to random languages

Repeat token [29] Repeats a token to trigger training-data leakage

ROT13 Applies the ROT13 cipher

Scientific translation Uses an LLM to reframe text scientifically

Search and replace Applies regex search-and-replace

Selective text Transforms only selected portions of the text

Sneaky bits smuggler [86] Hides bytes in invisible Unicode bit characters

String join Joins characters with a chosen delimiter

Suffix append [123] Appends an adversarial suffix

Superscript Converts text to superscript Unicode

Task framing Wraps input in a configurable task template

Tatweel Inserts Arabic tatweel between letters

Template segment 3] Splits the payload across template segments

Tense 8] Uses an LLM to rewrite in a different tense

Text jailbreak Wraps the prompt in a jailbreak template

Tone Uses an LLM to change the tone

Toxic sentence generator [4] Uses an LLM to generate toxic sentence starters

Translation Uses an LLM to translate to another language

Unicode confusable Swaps characters for confusable look-alikes

Unicode replacement Replaces characters with Unicode escapes

Unicode substitution Encodes text from a chosen Unicode start point

URL URL-encodes the prompt

Variation Uses an LLM to generate prompt variations

Variation selector smuggler [22]  Hides text in Unicode variation selectors

Zalgo Adds Zalgo combining-mark glyphs

Zero width Inserts zero-width characters between letters

5.3 Scorers

Scorers evaluate target responses to determine whether an attack was successful, that is,
whether the target produced output that represents a security or responsible Al failure.
PyRIT supports several scoring paradigms to accommodate different evaluation needs.
True/False scorers provide binary classification of responses (e.g., “did the target com-
ply with the harmful request?”). Float scale scorers provide graded assessments (e.g., “how
harmful is this response on a 1-5 scale?”). Scorers can be implemented as rule-based clas-
sifiers, LLM-powered evaluators that use a judge model to assess responses against detailed
rubrics, or integrations with external services such as Azure Al Content Safety. The LLM-
powered scoring approach is particularly important for responsible Al evaluations, where
the harmfulness of a response often depends on nuanced contextual factors that are diffi-
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Figure 2: Examples of converter pipelines. (a) Text-to-text: the attack prompt is translated
to German and Base64-encoded before sending (request converters); the German
response is translated back to English (response converter). (b) Cross-modal:
the AddImageTextConverter overlays the text prompt onto a template image,
converting a text input into an image that is sent to a multi-modal objective
target. Each converter operates on the output of the previous one, and request
and response converters are configured independently.

cult to capture with simple pattern matching. Multiple scorers can be applied to the same
response, enabling multi-dimensional evaluation (e.g., simultaneously checking for harmful
content, factual accuracy, and policy compliance); Figure 3 illustrates a concrete example.

PyRIT also includes a dedicated LlamaGuard scorer [43] and output-side detectors for
SSRF, server-side template injection, XML external entities, open redirects, and LDAP
injection. These scorers identify potentially dangerous patterns in model output that may
become exploitable when consumed by downstream applications; they complement rather
than replace conventional application security testing. Composable response handlers and
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typed rubrics provide a common way to normalize structured outputs from custom and
LLM-powered judges.

[ Target response }
Y ¥ Y
Refusal S Azure Content Safety Custom
elusal scorer (violence, 0-7) Domain Scorer
Inverter [ Threshold (> 5) ]
Y
: : e
true true
(not a refusal) (violence = 6)

Y
Composite Scorer
(AND)

13

[true: attack successful}

Figure 3: Example of a composite scorer combining three individual scorers with an AND
rule. The refusal scorer is inverted (a refusal means the attack failed). The
Azure Content Safety violence scorer returns a float (0-7) that is binarized via a
threshold at 5. The custom domain-specific scorer returns a binary result directly.
The attack is deemed successful only if all three conditions are met.

Scorer quality is critical to the reliability of automated red teaming. Scorers deter-
mine whether an attack succeeded, whether an interaction should continue, and whether
a campaign result is meaningful enough to act on. To make scorer quality measurable,
PyRIT includes a dedicated evaluation framework that compares scorer outputs against
human-graded responses across harm categories, objective-achievement tasks, and refusal-
detection tasks. Evaluation results are tracked over time, allowing practitioners to measure
scorer efficacy, compare scorer versions, and detect regressions as scoring rubrics, models,
or implementations evolve.

5.4 Memory System

PyRIT’s memory system provides persistent storage for all red teaming interactions, en-
abling campaign reconstruction, auditing, configuration comparison, and longitudinal anal-
ysis. Every prompt sent to a target, every response received, every converter transformation
applied, and every scorer evaluation is recorded with provenance metadata including times-
tamps, session identifiers, and component configurations. In v1.0.0, the memory system
stores each component configuration as a normalized graph and assigns it a strongly typed
identifier derived from that graph. Identical behavioral configurations receive the same
identifier hash, while changing a parameter or nested component produces a different hash.

13



This makes the exact configuration behind a result queryable and supports like-for-like
reruns and comparisons, but it does not make stochastic model responses identical.

The memory system supports multiple storage backends, with SQLite as the default
for local development, in-memory SQLite for testing, and Azure SQL for enterprise and
team-based deployments. The relational schema enables rich querying, such as finding
all successful attacks against a particular target, comparing the effectiveness of different
converter strategies, or tracing the conversational history of a multi-turn attack. This
persistent record addresses the traceability and configuration-control gaps common in ad
hoc red teaming practices.

5.5 Datasets

PyRIT ships with curated datasets organized around two practical red teaming roles. Objec-
tives are high-level descriptions of adversarial goals (e.g., “elicit instructions for synthesizing
a controlled substance”), which are consumed by dynamic executors. An adversarial chat
target generates concrete attack prompts to achieve the objective. Benchmark datasets are
pre-curated collections of adversarial prompts or behaviors drawn from the published red
teaming literature. Although red teaming and static safety benchmarking are distinct (Sec-
tion 2), they draw on overlapping prompt collections. PyRIT uses these collections not only
for cross-system scoring, but also as material for adaptive attacks and regression testing.
Converter pipelines transform individual prompts; multi-turn strategies such as Crescendo
and PAIR use them as starting points or objectives; and regression campaigns reuse them
to test known failure modes after a target is patched. The same curated prompts there-
fore support repeatable comparison and open-ended, adaptive probing. Inputs may also
be multi-modal. A seed prompt group combines related messages in different modalities,
such as text paired with an image, into one test case. Datasets collect these test cases for
use by scenarios and executors. All dataset entries are annotated with metadata including
authors, source information, and harm categories.

Practitioners can also add their own datasets, including attribution metadata, through
the same seed-data interfaces. Custom prompts, objectives, and seed prompt groups are re-
trievable by dataset name across sessions, so organizations can keep proprietary red teaming
material alongside the public benchmarks they compare against.

As of the current release, PyRIT ships with over 50 dataset loaders for established
benchmarks and community datasets. Table 3 provides a listing of available dataset load-
ers. These counts are continuously updated as the threat landscape evolves, an impor-
tant consideration given that adversarial prompts have a limited shelf life: as models are
patched against known attacks, previously effective prompts become obsolete, necessitating
a continuous pipeline of new adversarial content. Maple et al. [65] underscore this point,
arguing that defensible jailbreak evaluation requires systematic, mechanism-based taxon-
omy construction and reproducible attack generation rather than reliance on static prompt
collections. PyRIT’s open-source model and community-contributed datasets are designed
to support this ongoing evolution.
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Table 3: Dataset loaders available in PyRIT, grouped by modality.
The Samples column gives the number of seed prompts produced
by each loader’s default configuration; for multi-modal loaders it
counts image+text test cases. See footnotes for loaders whose de-
faults load a filtered subset.

Dataset

Samples

Description

Text

ODIN Threat Feed!
AdvBench

Aegis Al Content Safety?
Agent Threat Rules
AIRT objectives

ALERT

Aya Red Teaming®
BeaverTails*

Categorical Harmful QA
CBT-Bench

CCP Sensitive Prompts
CoCoNot?

Dangerous QA
DarkBench
DecodingTrust Toxicity®
EquityMedQA
Forbidden Questions
HarmBench”
Harmful QA

HiXSTest

Jailbreak Templates®
JailbreakV RedTeam-2K
JBB Behaviors

LibRAI Do-Not-Answer
LLM-LAT
MedSafetyBench
MLCommons AlLuminate
Moral Integrity Corpus®
Multilingual Vulnerability
OR-Bench!?
PKU-SafeRLHF
PromptIntel'!

Red Team Social Bias
SALAD-Bench'?

SGXSTest!3

Simple Safety Tests
SORRY-Bench'4
SOSBench
StrongREJECT

varies
3,990
19,093
1,054
13
30,968

987
166,382
550

20
1,360
12,478
200
660
1,196
5,565
390
400
1,960
50

165
2,000
100
939
4,048
76,174
1,200
35,408
70
80,359
73,907
50
40,750
21,318

100
100
440

3,000
313

Live bug-bounty jailbreak disclosures
Forbidden-behavior prompts for red teaming
Harmful prompts, NVIDIA safety categories
Agent injection and exfiltration prompts

AT Red Team adversarial objective sets
Red-teaming and prompt-injection
benchmark

Multilingual red-teaming prompts

Harmful questions across 14 safety categories
Prohibited-use questions, 11 categories
Psychotherapy knowledge benchmark
China-censorship-sensitive policy topics
Noncompliance and incomplete requests
Hateful, toxic, and harmful questions
Dark-pattern LLM behavior probes

Toxic prompts with Perspective-API scores
Medical-bias assessment prompts
Illegal-activity and harm-scenario questions
Standardized harmful behaviors

Harmful questions for susceptibility testing
Hindi exaggerated-safety prompts

Bundled parameterized jailbreak prompts
Jailbreak prompts across harm categories
Harmful behaviors for jailbreak evaluation
Risk-area questions for refusal testing
Prompts for latent adversarial training
Medical-safety prompts for healthcare eval
Multi-hazard demo prompts, 12 categories
Moral-category chatbot conversation prompts
Multilingual LLM vulnerability prompts
Over-refusal benchmark of benign requests
Unsafe-response prompts by harm category
Real-world prompt-injection attack registry
Stereotype and discrimination prompts
Hierarchical safety benchmark, 65+
categories

Singaporean exaggerated-safety test prompts
Critical-safety diagnostic prompts
Adversarial prompts across 44 categories
Regulation-grounded hazards, 6 sciences
Refusal-robustness forbidden behaviors
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Dataset Ref Samples Description

TDC23 Red Teaming |66] 100 Harmful narrative-writing prompts

ToxicChat!® [58] 5,082 Real user-chatbot prompts with jailbreaks

Transphobia Awareness [93] 300 Queries on transgender topics with responses

WildGuardMix 6 [40] varies Moderation and jailbreak prompts with harm
and refusal labels

WMDP [53] 4,157 Weapons, bio, and chem knowledge probes

XL-SafetyBench!” [25] 4,500 Country-grounded multilingual jailbreak and
cultural safety

XSTest [88] 450 Exaggerated-safety test prompts

Text + image

Comic Jailbreak!® [100] 1,167 Harmful goals rendered into comic templates

FigStep!? [37] 50 Typographic-image instruction smuggling

HarmBench Multimodal?®  [67] 110  Text+image harmful-behavior pairs

Jailbreak V-28K?2! [62] 280 Multimodal jailbreak prompts across harms

MM-SafetyBench?? [59] 1,680 Harmful image concepts with benign text

MOSSBench [55] 300 Oversensitivity triggers for VLM refusal eval

MSTS?3 (89] 400 Multimodal safety test suite for image+text

SIUO [109] 167 Safe inputs yielding unsafe combined output

Visual Leak Bench [110] 1,000 OCR-injection and PII-leak attacks on VLMs

VLGuard?* [122] 442  Vision-language safety image-text pairs

VLSU Multimodal?® [79] 5,970 Unsafe content across 6 harm domains

Text + audio

Garak?6 [27] varies LLM vulnerability-scanner probe collections
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10.

11.
12.

13.
14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24.

25.

. ODIN Threat Feed: live API from Mozilla’s Odin.ai GenAI bug-bounty and threat-intelligence program;

sample count varies as new jailbreak reports are submitted.

. Aegis Al Content Safety: the loader extracts the 19,093 unsafe prompts from all splits of the 33,416-

interaction dataset (30,007 train, 1,445 validation, 1,964 test).

. Aya Red Teaming: default loads English only; also available in Arabic, French, Hindi, Russian, Serbian,

Spanish, and Tagalog.

. BeaverTails: default loads the 330k_train split with unsafe entries only; four splits available: 330k_train,

330k_test, 30k_train, 30k_test (364k total across all splits).

. CoCoNot: default loads the refusal-target set (original config, train+test = 12,478 prompts); a 379-

prompt contrast set for measuring over-refusal is also available.

. DecodingTrust Toxicity: default loads the toxic subset (1,196 prompts); nontoxic (1,200) and combined

(2,396) subsets also available.

. HarmBench: 400 text-only objectives for dynamic attacks; the paper describes 510 total behaviors

including 110 multi-modal.

. Jailbreak Templates: local loader exposing all 165 bundled parameterized templates as a dataset, with

placeholders preserved for later rendering.

. Moral Integrity Corpus: the loader deduplicates on the question field across the train, dev, and test

splits, yielding 35,408 unique moral-scenario questions.

OR-Bench: default loads the 80k variant (80,359 prompts); Hard-1K (~1,300 challenging safe prompts)
and Toxic (655 prompts) subsets also available.

PromptlIntel: live API; count of 50 as of April 2026.

SALAD-Bench: default loads the base split (21,318 prompts); attack-enhanced (5,000) and defense-
enhanced (200) splits also available.

SGXSTest: default loads the unsafe half (100 of 200 safe/unsafe prompts).

SORRY-Bench: default loads the base prompt style; 20 additional styles available (ASCII, Atbash,
authority endorsement, Caesar, evidence-based persuasion, expert endorsement, logical appeal, misrep-
resentation, misspellings, Morse, question, role play, slang, technical terms, uncommon dialects, and
translations including French, Malayalam, Marathi, Tamil, Simplified Chinese) across 44 harm cate-
gories.

ToxicChat: harm categories extracted using an OpenAl moderation score threshold of 0.8. Default
loads the toxicchat0124 config (train split); also available: toxicchat0124 test, toxicchat1123 train, and
toxicchat1123 test.

WildGuardMix: default loads harmful, adversarial entries from both gated configurations and restricts
the training configuration to prompt-only rows; the count can vary with the upstream dataset snapshot.
XL-SafetyBench: PyRIT exposes 4,500 country-grounded jailbreak prompts, a deduplicated view of
roughly 1,500 underlying objectives, and 1,000 cultural-sensitivity scenarios across 10 country-language
pairs. The Samples column reports the jailbreak-prompt loader.

Comic Jailbreak: 300 harmful goals rendered into 5 comic templates (article, speech, instruction, mes-
sage, code) for 1,167 goalxtemplate pairs after filtering empty cells. Each pair is a text+image seed
prompt group.

FigStep: default loads the tiny subset (50 of 500 SafeBench questions); pass use_tiny=False for the full
set.

HarmBench Multimodal: 110 text+image pairs (seed prompt groups).

JailBreakV-28K: default loads the mini split (~280 image+text pairs); the full 28K split requires down-
loading the image set separately.

MM-SafetyBench: 1,680 questions rendered as one of three image variants (default SD-typography);
5,040 text+image pairs across all variants.

MSTS: default loads English (200 cases x 2 response framings = 400 pairs); 10 further languages avail-
able.

VLGuard: default loads the unsafes subset of the test split (442 unsafe image-instruction pairs);
safe_unsafes and safe_safes subsets also available. Gated HuggingFace dataset requiring a token.
VLSU Multimodal: full dataset has 8,159 samples across four combined grades (unsafe, borderline, safe,
not_sure); default loads unsafe and borderline (5,970 samples). Each sample is a text+image pair.
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5.6 Executors

Executors form PyRIT’s control-flow layer, coordinating the interaction between prompts,
converters, targets, and scorers. All executors support asynchronous execution and batch
processing, enabling efficient large-scale campaigns. PyRIT supports two fundamental
modes of execution. In the static mode, pre-crafted adversarial prompts from a dataset
are sent directly to the target, optionally through a converter pipeline, and scored. In the
dynamic mode, an adversarial chat target (itself an LLM) generates attack prompts based
on a high-level objective, the conversation history, and feedback from previous scoring re-
sults, enabling the discovery of novel attack paths that static prompts alone cannot explore.
Figure 4 illustrates the execution order of the dynamic loop.

Beyond this static/dynamic distinction, executors are also organized by interaction pat-
tern. Single-turn executors send individual prompts (optionally transformed by converter
pipelines) to a target and score the responses.

Multi-turn executors manage extended adversarial conversations, implementing strate-
gies such as Crescendo [91], which gradually escalates the adversarial nature of the con-
versation over many turns, Tree of Attacks with Pruning (TAP) [69], which explores a
branching tree of attack strategies and prunes unsuccessful branches, and PAIR [23], which
iteratively refines a single adversarial prompt over successive rounds using feedback from
the target. Some techniques derived from multi-turn attacks are also offered as single-turn
variants. For example, the single-turn Crescendo technique [10] uses a model to simulate a
Crescendo conversation and sends the resulting adversarial message to the objective target
in a single interaction.

Workflow executors capture orchestration patterns that do not fit the single- or multi-
turn structure. The primary example is cross-prompt injection attacks (XPIA), where
adversarial content is planted in an external resource (e.g., a webpage or document) and
later consumed by the target system, supporting both automated and human-in-the-loop
variants. PyRIT ships further specialized executors in this vein, including a streaming
barge-in executor that drives a live audio session and interrupts the target using voice-
activity detection, and a compound sequential executor that tries multiple attack strategies
in order, stopping according to configurable criteria—for example, after the first successful
attack.

Benchmark executors evaluate model capabilities on structured question-answering data-
sets. Although capability measurement differs from the open-ended, adversarial probing
that defines red teaming (Section 2), it plays a complementary role. It tests whether a model
retains hazardous knowledge that an elicitation attack might expose and can help evaluate
mitigations such as knowledge unlearning. For example, the QuestionAnsweringBenchmark
can process the WMDP dataset [53] to assess whether a model retains dangerous knowledge
in areas such as cybersecurity, biology, and chemistry.

Prompt-generation strategies form a separate category: rather than driving an attack
against a target themselves, they produce adversarial inputs that the attack executors above
then consume. Supported strategies include GPTFuzzer-style [116] fuzzing, which discovers
jailbreak templates; GCG [123], which uses greedy coordinate gradient optimization to gen-

26. Garak: multiple probe collections exposed as separate loaders, including web/XSS injection, package
hallucination (PyPI, npm, crates, RubyGems, Dart, Perl, Raku), system-prompt extraction, and audio.

18



\ objective
Adversarial
Chat Target

no success, use feedback

. . . attack prompt
from last iteration ittack promp

success or
max turns

Converters

converted prompt
score

Objective

response

Figure 4: Execution order for a dynamic attack in PyRIT. An objective or seed prompt
is retrieved from memory and passed to an adversarial chat target, which gen-
erates an attack prompt. The attack prompt is optionally transformed by a
pipeline of converters before being sent to the objective target (the system under
test). The target’s response is evaluated by one or more scorers. If the attack
succeeds or the maximum number of turns is reached, the loop terminates; oth-
erwise, the score and conversation history are fed back to the adversarial chat
target for the next round. PyRIT acts as the central orchestrator throughout
this process, with all components reporting their results back to PyRIT rather
than communicating with each other directly. This basic loop corresponds to the
RedTeamingAttack in PyRIT. More sophisticated strategies extend this pattern.
For example, Crescendo adds backtracking and refusal scoring, while TAP adds
branching and pruning across multiple parallel attack paths. Response convert-
ers can also be inserted after the objective target to decode or translate encoded
responses (e.g., when the attack prompt requests the target to respond in Base64
or a foreign language).

erate adversarial suffixes; and Anecdoctor, which assembles misinformation-style content
from structured claims. Decoupling prompt generation from attack execution lets prac-
titioners build reusable libraries of effective prompts, suffixes, and templates that can be
applied across campaigns, targets, and executors.
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5.7 Attack Techniques

Attack techniques, illustrated in Figure 1, turn the executor layer into a reusable cata-
log. FEach technique selects an executor and supplies the configuration that makes it a
specific method, such as a converter pipeline, a jailbreak template, an adversarial target,
scorer configuration, or strategy parameters. Many techniques can therefore share the same
underlying executor. For example, Base64 and ROT13 techniques can both use prompt
sending while differing in their converters, and custom techniques can apply a stack of
converters without introducing a new executor. Techniques can also include simulated
conversation history: Skeleton Key [74] prepends a simulated first exchange before the ob-
jective, yielding a two-turn conversation whose first turn is not executed against the target.
Other techniques, such as Crescendo and TAP, configure dedicated multi-turn executors.
The v1.0.0 registry includes role-play variants, Context Compliance [90], Flip, First Let-
ter, image-based techniques, converter stacks, and configured Many-Shot [9], Skeleton Key,
PAIR, TAP, Red Teaming, and Crescendo variants. This separation allows PyRIT to offer
a broad and growing technique catalog without duplicating control-flow implementations.

5.8 Scenarios and Red Teaming Workflows

Scenarios form the campaign layer above individual techniques. A scenario selects one
or more seed datasets and registered techniques. It then either runs every compatible
technique and seed-data pairing or chooses techniques adaptively for each objective. The
scenario manages parallelism, resiliency, persistence, and result aggregation across the cam-
paign. Each executor manages the conversation and scoring decisions for an individual
objective. Exhaustive execution provides systematic coverage of a curated technique set
for a particular goal or harm domain. When the appropriate technique is not known in
advance, the TextAdaptive scenario uses an epsilon-greedy heuristic. It usually selects the
technique with the highest historical attack success and, with a configurable probability,
explores an alternative.

Beyond TextAdaptive, v1.0.0 includes domain and benchmark scenarios such as Cyber,
Jailbreak, Psychosocial, Scam, and AdversarialBenchmark, as well as Garak-derived
Encoding, Doctor, and WebInjection scenarios. Doctor composes Policy Puppetry tech-
niques, while WebInjection combines injection-focused datasets with output-side vulnera-
bility scorers.

The three entry points introduced in Section 4 share the same underlying component
model. The automated Scanner and Python Framework execute scenarios, while the GUI
supports collaborative human-led attack workflows using shared targets, converters, and
memory.

Scanner. The PyRIT scanner provides a structured way to run scenarios repeatedly across
models, applications, or system versions. This enables more consistent coverage, easier com-
parison of results over time, and integration into automated testing workflows. The scanner
is exposed through two CLIs: pyrit_scan for single-command automated runs (suited to
CI/CD pipelines and batch processing) and pyrit_shell for interactive exploration. Fig-
ure 5 shows a representative pyrit_scan run.
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Automated scoring using LLM-powered judges enables nuanced evaluation at scale,
while batch processing and concurrent execution allow large campaigns to run far more
efficiently than a manual assessment. PyRIT’s automated red teaming approach has been
used as part of the safety alignment pipeline for the Phi-3 family of models [39]. Crucially,
the output of these campaigns is not just a pass/fail verdict but a structured map of where
a target is weakest, broken down by scenario, attack technique, and system configuration.

This is where automated and human-led red teaming meet. Rather than beginning a
manual engagement from a blank page, red teamers can use scenario results to triage a target
and concentrate their limited, high-cost effort on the areas that automated campaigns flag
as most fragile or consequential. The techniques surfaced by an adaptive scenario provide
a ready starting point for deeper, creative exploration.

Human-led workflows. While automation enables scale, many aspects of Al red team-
ing benefit from, or require, human judgment. Novel attack vectors often emerge from cre-
ative insight that is difficult to replicate algorithmically, and evaluating whether a response
constitutes a genuine harm frequently requires contextual understanding, cultural knowl-
edge, and ethical reasoning that automated scorers cannot fully capture. The CoPyRIT
graphical user interface, launched via pyrit_backend, provides a browser-based frontend
for interactive red teaming, deployable locally or to Azure. Designed around practicing red
teamers’ needs, CoPyRIT lets operators focus on finding problems rather than writing code.
CoPyRIT organizes work into operations, each representing a sustained assessment of an
AT system. The interface exposes attack history across these operations (Figure 7), enables
reuse of partial conversations by branching into new attack paths, and supports interactive
application of converters (Figure 6). Through this visual interface, CoPyRIT extends access
to non-technical stakeholders (domain experts, policy specialists, and community represen-
tatives) whose diverse perspectives are essential for comprehensive evaluation but who may
not be comfortable writing Python code. Research examines how automation can support
rather than replace human red teamers’ creative, contextual work [119].
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Console output from pyrit_scan running the Scam scenario. The scanner emits
a structured report that summarizes scenario details, target and scorer configu-
ration, overall attack success statistics, and per-group results, making it possible
to review an automated campaign without leaving the shell. Source: PyRIT doc-
umentation.
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Figure 6: CoPyRIT conversation view. The GUI gives red teamers an interactive way to

probe a target, apply and preview prompt transformations, and inspect multi-
modal results in context, all without writing code. In this example, a playful
prompt (“A raccoon dressed as a pirate steering a pirate ship”) is rewritten by
a Base64Converter before reaching an image-generation target (gpt-image-1),
and the generated image is returned inline. Operators can branch from any prior
conversation to pursue promising attack paths and compare attempts on the same
target.
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Figure 7: CoPyRIT Attack History view. This gives teams a single place to review, triage,
and learn from every attack across their operations, turning scattered individual
attempts into a searchable record of what has been tried and what worked. Oper-
ators can filter by outcome, attack type, converter, operator, operation, or label
to quickly surface successful attacks, audit a campaign, or track progress across

many engagements.
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6 Research Enabled by PyRIT

PyRIT’s extensible architecture has enabled a range of research contributions beyond its
core red teaming functionality. By providing a common platform with well-defined ab-
stractions, PyRIT allows researchers to study attack mechanisms, evaluation methods,
model vulnerabilities, and agentic-system risks without rebuilding infrastructure for each
project. The same modular interfaces support both production and research use. Re-
searchers can implement new attack strategies, scorers, targets, and analysis workflows
once and then combine them with PyRIT’s existing components across multiple evalua-
tions. Published work enabled by PyRIT spans several areas: representation-engineering
analysis of multi-turn jailbreaks [19]; extraction and reconstruction of LLM backdoor trig-
gers [21]; security vulnerabilities and blind goal-directedness in computer-use agents [48, 95];
and community-grounded participatory red teaming [63]. The participatory work extends
PyRIT’s psychosocial-harm scorers to identify communitarian harms that conventional
content-safety scorers overlook. PyRIT has also been used in the safety post-training
pipeline for production models [39] and contributed to the development of failure mode
taxonomies for agentic AI [17, 71]. One example of this broader research application is
RL-based attacker-defender co-training.

Al red teaming must continually adapt to evolving attackers and defenders, and re-
inforcement learning offers a promising approach to discovering novel attacks at scale.
PyRIT’s support for multiple attack strategies, multi-turn orchestration, and pluggable
scorers has enabled recent attacker-defender co-training work using Group Relative Policy
Optimization (GRPO) [20]. In that work, PyRIT measures attack success across training
iterations and evaluates the trained methods against baselines. More concretely, PyRIT’s
executor abstractions provide the attack loop being optimized, while its scorer abstractions
provide the reward signal and success criteria needed to evaluate learned attacker behavior.

These examples illustrate how PyRIT’s modular design lets researchers build on a shared
foundation rather than starting from scratch. Researchers can recombine the same execu-
tors, converters, scorers, memory layer, and dataset loaders across harm domains, modali-
ties, and attack settings. The breadth of datasets in Section 5.5 illustrates how this shared
infrastructure can be reused across studies. Advances produced in one project can therefore
transfer back to the broader community without requiring each research effort to rebuild
its own evaluation stack.

7 Community and Adoption

Open-source community. PyRIT is released under the MIT license and is publicly
available on GitHub. In 2026, PyRIT reached its 1.0.0 release, providing a stable, ver-
sioned public API. The Microsoft AI Red Team maintains the project with contributions
from more than 150 community members. At the time of writing, the GitHub repository
has over 4,300 stars and about 830 forks, and the package has received about one million
downloads from PyPI across 23 releases. The project maintains comprehensive documen-
tation, example notebooks, and a growing community of contributors who help drive the
framework’s evolution.
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Adoption. Since its initial release, PyRIT has been adopted by red teaming practitioners
both within Microsoft and at external organizations spanning industry, government, and
academia. Its core red teaming capabilities have been integrated into Azure Al Foundry as
a built-in Al red teaming agent,?” making automated Al red teaming accessible to practi-
tioners directly within their model development workflow. PyRIT has also been referenced
in research on the societal implications of AT [92] and has contributed to broader discussions
about responsible Al development practices.

Ecosystem. PyRIT’s extensibility has enabled a growing ecosystem of higher-level tooling
and standards work built on top of it:

o RAMPART [51, 72|, a pytest-native safety and security testing framework for agentic
AT applications built directly on top of PyRIT, exposing PyRIT-powered attacks and
probes as ordinary pytest cases that application developers can run as part of standard
CI workflows.

e MLCommons Al Risk and Reliability working group, which uses PyRIT as part of
its evaluation tooling and has published a mechanism-first taxonomy of single-turn
jailbreak attacks [65].

e ODIN Jailbreak Fvaluation Framework [1], which ships PyRIT-compatible scorers and
seed datasets that plug directly into PyRIT pipelines.

e Databricks Blacklce [49], a containerized red teaming toolkit modeled on Kali Linux
that bundles PyRIT alongside other open-source Al security tools in a single repro-
ducible image.

8 Limitations

Observability in agentic systems. A fundamental challenge in red teaming agentic Al
systems is the observability gap: when a red teamer interacts with an agentic system from
the outside, it may be impossible to determine whether an attack was successful without
access to internal system logs, tool invocation records, or intermediate reasoning traces.
For example, an attacker may craft a prompt intended to cause an agent to exfiltrate
data or take an unauthorized action, but the agent’s external response may not reveal
whether the action was actually performed. PyRIT, as a tool designed primarily for red
teamers, operates from this external perspective and is therefore subject to the observability
limitation. For product teams with access to application logs, telemetry, and internal state,
the complementary RAMPART [51, 72] framework (built on PyRIT) provides pytest-native
integrated testing that closes this gap from inside the system.

From results to findings, adversarial models, and curated datasets. Several non-
trivial pieces of a production red teaming pipeline sit just outside PyRIT’s scope. A large-
scale automated campaign may produce millions of attack attempts and tens of thousands
of scored successes. Only a fraction represent distinct, meaningful findings. In practice,
a red teaming report may distill the results into dozens of findings, each supported by
representative examples and a severity assessment. PyRIT’s memory system captures the
raw data needed for this analysis, but triage remains largely manual. Red teamers must
identify patterns, eliminate noise, and explain the severity of the resulting findings. Effective
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campaigns also depend on quality inputs that PyRIT itself does not provide: a capable
adversarial model to drive dynamic attacks, and continuously curated harm-specific datasets
that keep pace with emerging risks. Azure AI Foundry’s Al red teaming agent®® addresses
several of these gaps for Azure customers by combining PyRIT with a managed adversarial
model, curated datasets, and integrated reporting. PyRIT remains the open, composable

framework that practitioners can extend and instrument for their own workflows.

Dependence on the underlying models. Because PyRIT orchestrates models rather
than replacing them, the quality of its results is bounded by the quality of the models it
drives. Model-powered components appear at every stage of a campaign: many executors
(Crescendo, TAP, PAIR, PromptGen) use an adversarial model to generate and refine at-
tack prompts; many converters (translation, tone and persona shifting, and text-to-image,
audio, and video generation) rely on a model to perform their transformations; and LLM-
powered scorers decide whether an attack succeeded and how severe it is. A weak attacker
or converter can leave a target’s true vulnerability understated, and an under-capable or
miscalibrated judge can yield false positives, false negatives, or unreliable severity. These
roles impose an additional constraint: each model must be willing to perform its assigned
task. The attacker must generate adversarial content, converters must transform it, and
scorers must read and evaluate it. Heavily safety-tuned models may refuse these tasks,
requiring practitioners to choose models that are sufficiently capable but permissive enough
for red teaming. Because the most capable models are frequently the most aligned, prac-
titioners face a real tension between capability and permissiveness in exactly these roles.
Two further consequences follow. First, red teaming efficacy often lags behind advances in
target-model capability, so configurations that work today may require stronger attacker,
converter, and judge models as targets improve. Second, using the same model as attacker,
converter, judge, and target can create correlated blind spots; practitioners should therefore
diversify models across these roles.

Traditional security vulnerabilities. PyRIT is scoped to generative-Al-specific failure
modes: jailbreaks, prompt injection, data extraction through model behavior, harmful con-
tent generation, and similar attacks that hinge on what the model produces. Traditional
infrastructure vulnerabilities of the surrounding system (authentication and authorization
flaws, network exposure, dependency vulnerabilities, supply chain risks, secret exfiltration
outside the model layer) are explicitly out of scope and require established tooling from
the broader security ecosystem. Practitioners should treat Al red teaming with PyRIT as
complementary to, not a substitute for, conventional security testing.

9 Conclusion

Al red teaming is essential for responsible Al development, yet it remains bottlenecked by
specialized expertise, ad hoc tooling, and a lack of standardized methodologies. PyRIT
addresses this gap through an open-source framework whose architecture is designed to
democratize Al red teaming. Composable components encode the community’s accumulated
attack knowledge, extensible interfaces lower the barrier to contribution, and native support

28. https://learn.microsoft.com/en-us/azure/foundry/concepts/ai-red-teaming-agent

27


https://learn.microsoft.com/en-us/azure/foundry/concepts/ai-red-teaming-agent

for both automated and human-led workflows ensures that diverse perspectives, not just
technical expertise, inform safety evaluation.

Looking ahead, PyRIT’s evolution is guided by its community and by a rapidly evolving
threat landscape. Near-term priorities include further lowering the barrier to entry through
improved ease of use and documentation; deepening support for red teaming agentic systems
that autonomously browse, execute code, and invoke tools [17, 48, 71, 95]; and continuing
to expand the library of attacks while adding adaptive strategies that learn to select the
most promising attacks for a given target. We also plan to broaden coverage across harm
domains, with growing emphasis on offensive cybersecurity and frontier concerns such as
autonomy and loss of control. The CoPyRIT GUI creates opportunities to make inter-
active, exploratory red teaming more accessible. We also plan to support Al agents that
invoke PyRIT directly. As adversarial testing becomes embedded in regulatory and organi-
zational practice, PyRIT’s memory system and scenario framework provide a foundation for
reconstructable, auditable evaluation and like-for-like configuration comparison that com-
plements transparency standards such as model cards [75] and datasheets for datasets [33].
Across all of these directions, we rely on our users to help prioritize what matters most.

Through deployment across hundreds of generative Al products and services, and inte-
gration into Azure Al Foundry, PyRIT has demonstrated that principled framework design
can lower the barrier to rigorous Al red teaming. We believe that shared, open-source red
teaming infrastructure is critical for bridging the security and responsible Al communities
and ensuring that adversarial evaluation is accessible to all organizations deploying Al, not
only those with dedicated red teams.
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